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ABSTRACT

In the rapidly evolving landscape of cybersecurity threats, the need for robust defenses
against phishing attacks has become paramount. This study explores the efficacy of
malware detection in phishing email attacks using dynamic analysis on the Letsdefend.io
platform. Leveraging the insights provided by the Deloitte Center for Controllership
regarding the escalating frequency of cyber adversaries targeting organizational data,
this research investigates the effectiveness of the Letsdefend.io platform, particularly
utilizing the SOC 146 rule, in identifying and mitigating phishing threats. Through a
comprehensive analysis process encompassing dynamic malware analysis techniques,
such as those employed by VirusTotal and URLHaus, alongside detailed examination of
suspicious email attachments using the Mailbox feature, this study aims to provide
insights into the evolving tactics of phishing attackers, specifically those utilizing Excel 4.0
Macros. The research methodology involves collecting malware samples for analysis,
configuring sandbox environments with tools like Process Monitor and Regshot, and
utilizing sophisticated analysis tools like ProcDot to visualize malware behavior.
Additionally, the study examines the effectiveness of the Letsdefend.io platform in
detecting phishing URLs and malicious domains reported by AnyRun and URLHaus
databases. The findings reveal promising results in the detection and identification of
phishing threats, shedding light on the potential of dynamic analysis methods in
bolstering cybersecurity defenses against evolving phishing techniques. This research
contributes to the ongoing efforts to enhance cybersecurity measures and protect
organizational assets from the pervasive threat of phishing attacks.
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INTRODUCTION

According to the Deloitte Center for Controllership, over the past 12 months,
34.5% of surveyed executives reported that their organization's accounting and
financial data have been targeted by cyber adversaries (Chuck Brooks, 2023). Hence,
cybersecurity has become increasingly crucial as many organizations and individuals
utilize technology and the internet for data storage, access, and processing. Cyber
security has become a very critical concern (Admass et al., 2024), Cyber threats that
have the potential to become threats are cyber terrorism, cyber crime and cyber war
(Ramadhan, 2019), security and privacy issues still have to be handled carefully
(Sookhak et al., 2018), so Cyber security needs to be developed with the integration of
the latest technology (Putri, 2021) for example the application of [oT (Ilhami, 2022)
(Belgaum et al., 2018). Can be used to protect infrastructure (Silalahi, 2022) which is
widely used in smart cities (Habibzadeh et al, 2019) (Qamar & Bawany, 2020)
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(Vitunskaite et al., 2019) (Ma, 2021), security in transportation (Gunes et al., 2021),
health services (Javaid et al,, 2023) and others. Cyber threats have grown more complex
with the emergence of new technologies such as the Internet of Things (IoT), artificial
intelligence (AI), and blockchain. Additionally, cyber attacks are evolving through
techniques like phishing, ransomware, and Distributed Denial of Service (DDoS) attacks
(Dwiyani Permatasari, 2021).

In the current scenario, human life heavily relies on devices, smartphones, data
packages, or internet connections, creating a vulnerability exploited by malicious actors
who capitalize on dense network traffic. This can lead to various crimes targeting
numerous individuals via website (Safi & Singh, 2023), email (Bountakas & Xenakis,
2023), short message service (SMS) (Barrera et al., 2024), online banking (Syah, 2023),
including phishing (Candraditya Pamungkas & Trimuti Saputra, 2020). Phishing can be
defined as deception where accounts are used to extract sensitive information from
victims. There are numerous types of phishing, including email phishing, whaling, voice
phishing, SMS phishing, among others. Phishing messages often contain malware-
infected files. Malware is software designed to infiltrate information systems, networks,
or servers, sometimes causing damage without the owner's knowledge (Putra, 2023).
Researchers or developers of anti-phishing applications are often individuals who have
experienced phishing attacks and seek retribution by creating such applications
phishing . It is imperative for the public to utilize these tools effectively to mitigate the
risk of falling victim to phishing attacks (Hidayat et al., 2023). Supportive tools include
VirusTotal and URLHaus.

Fraud involving malware aims to execute on users' computers. Malware has
emerged as a cyber security threat (Gorment et al., 2023) and is increasing very rapidly
(Venkatasubramanian et al., 2023), malware is one of the most dangerous threats to the
digital world (M. & Sethuraman, 2023) (Chen et al,, 2023), malware is typically attached
to emails sent to users by phishers. Once the victim clicks on the link, the malware
starts functioning. Sometimes, the malware is included in downloadable files (Caniago
& Sutabri, 2023). Malware detection approaches can be classified into two classes,
including static analysis and dynamic analysis (Shaukat et al, 2023). Each method
employs different techniques and yields different types of data. The circumstances
often dictate which method to employ (Fahriza, 2022). However, utilizing both methods
provides a comprehensive overview. This study primarily focuses on dynamic analysis.

In this research, [ analyze the Mailbox, VirusTotal, and AbuselPDB sections of the
Let's Defend platform. Mailbox analysis involves examining and analyzing received
emails, checking sender addresses, email content, and suspicious attachments to
identify phishing emails utilizing Excel 4.0 Macros. Subsequently, VirusTotal is used to
scan suspected email attachments, comparing them with existing threat databases to
identify related malware. Analyzing data from Mailbox, VirusTotal, and URLHaus seeks
patterns and specifics indicating the presence of phishing emails utilizing Excel 4.0
Macros.

RESEARCH METHODS

The method employed in this research is dynamic analysis using the Let's Defend
platform. This method was chosen because it can provide a deep understanding of
email phishing attacks using Excel 4.0 Macros, and it can identify related malware with
high accuracy. The analysis process begins by collecting malware samples for analysis.
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The purpose of this process is to validate and gain a deeper understanding of the
received emails, whether they are phishing emails, so that useful information can be
obtained from the analysis results. Dynamic analysis and malware detection methods
are no longer able to keep up with the rapid evolution of malicious code, which includes
masking techniques such as polymorphism, packing, and encryption.

Furthermore, basic information about the system configuration is captured before
executing the malware using the snapshot feature of the VMware desktop application.
Before running the malware, the following four tools will be activated and configured in
the sandbox environment: Process Monitor, Process Hacker, CaptureBAT, and Regshot.
These tools will record and reproduce the system status at specific points in time.
Subsequently, the same tools will be run again after executing the malware, and used to
compare the infected system status with the snapshot or previous baseline.
Additionally, the ProcDot analysis tool will be used to generate detailed visual
representations of all activities that occur after the malware execution. There are four
additional tools that will be used to analyze phishing emails, namely, The first step is to
search for the source email address in the mailbox, using the email subject "meeting
notes" in the mailbox search function on the Lets Defend platform.

Figure 1. Mailbox (Let’s Defend)

The second step is to analyze the extracted file. Here, we use Virustotal to check
whether the file is malicious or not, and then retrieve data such as URL domain, IP
address, and MD5.
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ngu_rZz. File excel Virustotal

The third step is to analyze using Anyrun. In this step, the MD5 obtained from
Virustotal is checked to see if there is any malicious activity.
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Figure 3. Malicious Activity(AnyRun)
The fourth step is to search using the browse database by inputting the URL
domain obtained from Virustotal to check if anyone has reported whether the URL is

malicious or not.
Browse Database
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Figure 4. browse database royalpalm.sparkblue.lk

RESULTS AND DISCUSSION
VirusTotal

At VirusTotal, analysis is performed on the excel file from the attachment that has
been extracted, named research-1646684671.xls. The analysis results show that out of
60 antivirus engines tested, 36 antivirus engines indicate that the excel file is
potentially harmful.

Figure 5 Excel file
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Figure 6. iroto1.dll file

Furthermore, in the image above, analysis is conducted on the iroto.dll file,
where 8 out of 70 antivirus engines classify the iroto.dll file as harmful.
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Figure 7. iroto1.dll file

Subsequently, on the iroto1.dll file, it is found that 10 out of 70 antivirus engines
state that the dll file is potentially harmful. In addition to assessing the detection results
whether the files are harmful or not, it is also important to gather additional
information related to these files as references for further analysis. The information
collected includes hashes of the three files using the MD5 type, URLs, and IP domain
addresses from the URLs found.

URLHaus

Through this research, we used the search function in the database by entering
the domains obtained from AnyRun. The results showed that both domains, namely
nws.visionconsulting.ro and royalpalm.sparkblue.lk, are registered as Malware URLs
reported by @lazyactivist192 on May 28, 2021, at 14:55:06.

Browse Database
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Figure 8. Browse database royalpalm.sparkblue.lk
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The importance of educating users in phishing prevention efforts cannot be
underestimated. Educated users have the ability to recognize phishing attacks and
know the steps to avoid them, making them more likely to avoid the threat than less
educated users. User education is the key to protecting oneself from phishing attacks.
Users can avoid these threats by recognizing security indicators, identifying phishing
websites, and not being tempted by attractive offers in phishing emails. However,
education requires significant time and cost investment, especially as phishing attacks
continue to evolve. Therefore, Mohammad suggests that to prevent phishing attacks,
technical and legal solutions are needed. Various techniques, solutions, and tools have
been developed to prevent or at least reduce the success of phishing attacks. Some
techniques attempt to block phishing emails or websites, while others aim to inform or
warn users. Additionally, there are efforts to increase user awareness of phishing
scams. However, to date, there is no solution that can fully prevent phishing attacks,
and phishers continue to develop their techniques. Current anti-phishing technology is
unable to detect or stop phishing attacks (Abroshan et al., 2018).

From the results of our research, we successfully detected the presence of
attachments in an email suspected of cybercrime. We concluded that from the data
obtained through malware detection analysis in phishing email attacks, it was revealed
that the attackers used phishing techniques distributed via email. They embed
malicious scripts into a document disguised as an official document to trick victims into
accessing it. This is done with the aim of obtaining important information such as
personal data, account data, and financial data from individuals or organizations
targeted by phishing (Burita et al., 2021). The obtained information is then stored in
servers or databases owned by the attackers.

CONCLUSION

Based on the study conducted in this research entitled "Malware Detection
Analysis on Phishing Email Attacks using dynamic method on Letsdefend.io platform
with EventID: 93, where this alert is triggered by SOC 146 rule Phishing Mail Detected
Excel 4.0 Macros", it can be concluded that malware detection against phishing emails
using the Letsdefend.io platform with the utilization of SOC 146 rule has proven
effective in identifying attacks and protecting systems from these threats. Further
research can be conducted to delve deeper into phishing techniques that utilize Excel
4.0 Macros and identify typical behavioral patterns of such attacks.
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